Abstract-We focus on transmit signal design for multipleinput single-output (MISO) wiretap channels with simultaneous wireless information and power transfer (SWIPT). Assuming that the channel inputs are drawn from standard constellation sets, we formulate secrecy rate maximization problems subject to power and harvested energy constraints. We tackle these problems under two different assumptions on the channel state information (CSI) at the transmitter. First, we consider a scenario in which the transmitter knows the CSI for both the information receiver and the energy receiver (potential eavesdropper), and we propose a precoder optimization approach. Then, we investigate the case where only perfect CSI of the information receiver is available along with the statistical CSI of the energy receiver. Our numerical results demonstrate the efficacy of the proposed solutions.
I. INTRODUCTION
Simultaneous wireless information and power transfer (SWIPT) is a promising solution for mitigating the energy scarcity in energy constrained networks. Despite various opportunities SWIPT provides for self-sustainability of the wireless communication systems, ensuring confidentiality of the transmitted data remains as a major concern. This is particularly due to the fact that deployment of a SWIPT system is typically in a manner that the energy receiver (ER) is closer to the source than the information receiver (IR), and hence, the ER usually enjoys a better channel quality.
To overcome the above concern, many different solutions are proposed (see [1] for a survey). Among these solutions, multiple-antenna techniques are shown to exhibit a high potential for enhancing security in SWIPT systems. The secrecy rate of the SWIPT multiple input multiple output (MIMO) wiretap channel is studied in [2] and [3] . In [2] , the authors assume that the transmitter knows only the statistics of the channels, and after deriving an asymptotic expression for the ergodic secrecy rate, they obtain the optimal input structure, which achieves the trade-off between ergodic secrecy rate and harvested energy. On the other hand, the secrecy rates of MIMO SWIPT wiretap channels are characterized under a global channel state information (CSI) assumption in [3] .
The aforementioned characterizations and designs rely on a Gaussian input assumption. However, practical communication systems employ discrete signaling and the channel inputs are drawn from standard constellations such as phase shift keying (PSK) and quadrature amplitude modulation (QAM). While the impact of finite-alphabet inputs on the trade-off between the mutual information of the IR and the harvested energy at the ER is explored in [4] , to the best of our knowledge, there is no study on secure SWIPT under the finite-alphabet input assumption, motivating this work.
In this paper, we consider a multiple input single output (MISO) SWIPT wiretap channel where we assume that the CSI of the IR is perfectly known by the transmitter. Regarding the availability of the ER's CSI at the transmitter (ECSIT), we separately study the scenarios with perfect and statistical channel knowledge. For each scenario, we first review the optimal solutions for 1) maximizing the secrecy rates without taking into account the harvested energy at the ER, and 2) maximizing the harvested energy at the ER without considering the secrecy requirement. Then, we introduce a transmit signal design algorithm for achieving the trade-off between the secrecy rate and the harvested energy. The proposed algorithm relies on precoding and artificial noise injection. While, in the context of physical layer security with no energy harvesting constraints, the artificial noise is typically designed to be injected in the null-space of the main channel [5] , such a strategy is not as effective when harvested energy is also of concern. Hence, we borrow the idea of injecting generalized artificial noise from [6] , and introduce a framework for jointly optimizing the data and artificial noise precoders such that the ergodic secrecy rate is maximized under the constraint that the harvested energy exceeds a predefined threshold.
Performing a full search for the optimal data precoder and artificial noise covariance matrices possesses a high computational complexity. As a low complexity alternative, we also propose a two-stage precoder design algorithm where we first obtain the data precoder without considering the energyharvesting constraint. Under the assumption that the ER is operating at high SNRs, only a fraction of the total power is allocated to data transmission. Therefore, in the second stage, a simple power allocation strategy is proposed, which divides the remaining power between two signals: an artificial noise signal, which is transmitted along the null-space of the IR's channel, and an energy signal, which is beamformed towards the ER's direction.
The rest of this paper is organized as follows. Section II describes the system model and provides the problem formulation. The trade-off between the secrecy rate and the 978-1-5386-3180-5/18/$31.00 ©2018 IEEE harvested energy and also our proposed transmit signal design algorithms under perfect and statistical ECSIT are presented in Sections III and IV, respectively. In Section V, we describe the proposed low complexity two-stage precoder design approach. The numerical examples are given in Section VI, and the paper is concluded in Section VII.
Notation: Vectors and matrices are denoted with the lowercase and uppercase bold letters, respectively. {.} denotes the expectation over a random variable and the positive part of a real quantity is denoted by ( ) 
respectively, where the vectors h ∈ ℂ
1×
and g ∈ ℂ
denote the channels corresponding to the IR and the ER, respectively. The distance-dependent path loss over these channels are represented by the coefficients and . The × 1 vector x is the channel input, and and stand for circularly symmetric complex additive white Gaussian noise terms, which follow (0, 2 ) and (0, 2 ), respectively. Regarding the availability of the ECSIT, we consider two scenarios. In the first case, perfect CSI on both channels is available at the transmitter, and we assume that the channels are independent Rayleigh fading, i.e., we model the channels using vectors, the elements of which are independent and identically distributed (i.i.d.) zero-mean and unit-variance circularly symmetric complex Gaussian random variables (0, 1). In the second case, perfect IR CSI and statistical ER CSI are available. In this case, we assume that the IR's channel is an independent Rayleigh fading channel, however, a transmit correlation exists for the ER's channel, namely [2] 
whereĝ ∈ ℂ 1× is a complex vector with i.i.d. zero mean unit variance Gaussian entries, and Ψ ∈ ℂ × is the correlation matrix, which can be acquired by the transmitter.
For both scenarios, it is assumed that the ER can act as a potential eavesdropper for the confidential data transmitted to the IR. Our objective is to maximize the number of bits transmitted to the IR while simultaneously guaranteeing that the ER is ignorant about the transmitted information and the harvested power of the ER is larger than a predefined value. The transmit signal is constructed as
where s ∈ ℂ ×1 is the information vector with zero mean and identity covariance matrix, the elements of which are assumed to be drawn from standard constellations such as PSK and QAM. P ∈ ℂ × denotes the data precoder matrix. u is a circularly symmetric complex Gaussian signal, which follows (0, K u ) playing the dual role of the artificial noise and the energy signal.
The IR's and the ER's channels are both ergodic. The channel gains are assumed to be fixed during each coherence interval while they change independently from one coherence interval to the next. Moreover, we assume that the coherence intervals are long enough so that random coding arguments can be invoked. Accordingly, an achievable ergodic secrecy rate is given by [7] = h,g { (
where the mutual information for the IR's channel is given by
information over the ER's channel, i.e., (s; |g), can be calculated in exactly the same way. The average harvested energy at the ER is given bȳ
where K x is the covariance matrix of the channel input x.
The constant in (6) denotes the energy conversion rate. For convenience, without loss of generality, we assume that = 1 as in [2] . Throughout the paper, we provide approaches for joint optimization of the precoder matrix P and the covariance matrix K u ∈ ℂ × such that the ergodic secrecy rate is maximized subject to a power constraint while guaranteeing that the harvested energy at the ER is larger than a given value. To do this, we utilize the lower bounds on the instantaneous secrecy rates under the perfect and statistical ECSIT given by
respectively. Under the full CSI assumption, we use the harvested power conditioned on g, i.e.,
as our design metric. It should be noted that in (9), g stands for the realization of the ER's channel. Then, the relevant optimization problem when perfect ECSIT is available becomes
s.t. tr(P P ) + tr(K u ) ≤ and ≥ 0 . (11) Similarly, under the statistical ECSIT, the relevant optimization problem is expressed as
where the constraint is on the average harvested powerd efined in (6).
III. SECRECY RATE-HARVESTED ENERGY TRADE-OFF UNDER PERFECT CSIT
In this section, we characterize the trade-off between the ergodic secrecy rate and the harvested energy for the scenarios with perfect CSIT. The assumption of availability of the perfect CSI of the ER at the transmitter is reasonable when the ER is a legitimate user of the network. After reviewing the solutions to the problems of maximizing the secrecy rates without considering the harvested energy constraint and also maximizing the harvested energy without taking into account the secrecy requirement, we introduce an iterative approach for solving the optimization problem in (10)- (11) .
We define the signal u in (3) as
where P ∈ ℂ × and u ∼ (0, I ), and therefore, K u = P P , i.e., the optimization of the covariance matrix K u reduces to the optimization of P . In the following, we discuss the design of the P and P matrices for achieving the secrecy rate-harvested energy trade-off.
Proposition 1.
[From [9] ] Under the assumption that both receivers operate in the high-SNR regime, with perfect CSIT, the maximum secrecy rate is achieved by data precoders in the following form
where W ∈ ℂ × −1 is an orthonormal basis for the nullspace of g andP ∈ ℂ −1× is the precoder matrix, which maximizes the mutual information over the effective channel h W under the power constraint tr(PP ) ≤ .
Proposition 2.
[From [10] ] When the instantaneous CSI of the ER is available at the transmitter, the optimal transmission strategy for maximizing the harvested power is to use all the available power for transmitting u in (14) with the precoders of the form
Propositions 1 and 2 reveal that the maximization of the secrecy rate and maximization of the harvested energy are two conflicting objectives. This is because, by transmitting in the null-space of the eavesdropper's channel (which is secrecy capacity achieving according to Proposition 1), no power is harvested at the ER. Meanwhile, the secrecy rate drops to zero when (only) beamforming the artificial noise (energy signal) in the direction of the ER. Therefore, a solution that provides a good trade-off lies between these two approaches.
In the following, we introduce a framework for joint optimization of P and P . In an attempt to solve the optimization 
2:
Initialize > = 0, P and P 3:
while difference between two consecutive updates of is smaller than do 4:
while two consecutive updates of (P , P , ) differ by less than do 6:
with fixed P , update P using the grad.-based rule in (25) 7:
with fixed P , update P using the grad.-based rule in (26) 8: end while 9:
if tr(Q Q ) + tr(Q Q ) <˜then 10: update = 11:
else if tr(Q Q ) + tr(Q Q
Calculate ( ) 16: end for 17: Obtain * = argmin ( ) and return the corresponding P and P .
problem in (10)- (11), we formulate a surrogate dual problem in which we combine the two constraints in (11) as
where 0 ≤ ≤ 1 and , and are as given in (7) and (9), respectively. The surrogate dual problem is defined as [11] , [4] 
By defining matrix C = (
is the maximal eigenvalue of gg , the optimization problem in (17)-(18) can be simplified to
where Q = CP and Q = CP . In order to solve (20)-(21), we define a Lagrange dual optimization problem as follows. The Lagrangian of (20) is given as:
where is the Lagrange dual variable associated with the constraint in (21). The associated dual optimization problem is defined as min
where ( ) = max
In order to solve (23), we employ a bisection method as explained in Algorithm 1. For each value of , we optimize P and P in an alternating fashion. The optimization of P with a fixed P and also the optimization of P with a fixed P are carried out using gradient descent based approaches. Particularly, with a fixed P , the optimal P is updated by taking steps proportional to the gradient of the objective function as denotes normalization of P and P (while keeping the ratio tr(P P )/tr(P P ) at the same level prior to normalization) such that tr(Q Q ) ≤˜− tr(Q Q ) is satisfied. Similarly, for optimizing P with a fixed P , we use
The derivations of the gradients ∇ P , and ∇ P , are provided in Appendix A.
In order to obtain the solution for (19), we perform a one-dimensional search over multiple values of . One may note that the solution of the surrogate dual problem may not always be feasible in the original problem. When this is the case, the optimization procedure should be repeated with new constraints (e.g., smaller values of 0 ) until the obtained solution satisfies the original constraints.
IV. SECRECY RATE-HARVESTED ENERGY TRADE-OFF
WITH STATISTICAL ECSIT We now focus on the scenarios where only statistical information on the ER's channel is available at the transmitter. More specifically, we consider a correlated channel towards the ER as in (2) , and assume that the transmitter knows only the transmit correlation matrix Ψ .
Similar to Section III, we first review the existing solutions for maximizing the secrecy rate without any harvested energy constraint as well as the harvested energy maximization without any secrecy constraint. No closed-form optimal solution is available for the former problem. However, different numerical approaches are available in the literature, e.g., [12] , [9] and [13] , which facilitate obtaining precoder matrices P and P as suboptimal solutions. As for the latter problem, the optimal transmit signal for maximization of the harvested energy without secrecy constraints is as given in the following proposition.
Proposition 3. [From [2]] When the transmitter knows only the statistical CSI of the ER, the optimal transmission strategy for maximizing the harvested energy is to use all the available power for transmitting u on the strongest eigenmode of Ψ . In other words, if we consider the eigenvalue decomposition of the ER's channel as
with v Ψ1 denoting the first column of V Ψ .
Our objective is to solve the optimization problem in (12)- (13) . To do this, we employ a similar dual optimization as introduced in Section III by simply replacing , and in (17)-(18) by the expressions given in (8) and (6), respectively. Namely, the optimization problem in (20)- (21) is rewritten as
where
This problem is solved using the same steps given in Algorithm 1 by simply replacing Q , Q and , with Q ′ , Q ′ and ′ , , respectively. V. LOW COMPLEXITY TWO-STAGE PRECODER DESIGN Due to the nature of SWIPT systems, the ER is expected to work at high SNRs. As a result, without taking into account the harvested energy constraint, existing transmit signal design algorithms over MISO wiretap channels with finite-alphabet inputs with both perfect and statistical CSI of the ER (see e.g., [9] for the perfect and [12] , [13] for the statistical ECSIT scenario) lead to solutions, which allocate only a small fraction of total power for data transmission. The reason behind this observation is that, with a higher power transmission, the eavesdropper would be able to decode the transmitted data. In this section, we take advantage of this property to propose a low complexity alternative for the schemes given in Sections III and IV.
Let us first consider the full CSI case. In the proposed low complexity approach, rather than optimizing the covariance matrix K u , we propose to construct u in (3) as
where W ℎ ∈ ℂ × −1 stands for an orthonormal basis for the null-space of h , and for a given ER channel, p = g/∥g∥. In particular, the artificial noise signal v ∼ (0, I −1 ) and the energy signal ′ ∼ (0, 1) are transmitted in the null space of the IR's channel and beamformed towards the ER, respectively. While the former provides gains in terms of secrecy, the latter is beneficial from an energy harvesting perspective. The scalars and determine the portion of power allocated to each of these signals. The optimization problem can then be stated as
and
where the instantaneous harvested energy (conditioned on g) is given by
In order to solve (31)-(33), we propose a two-stage transmit signal design algorithm. In the first stage, without considering (33), the precoder matrix P is obtained using the precoder design algorithms given in [9] and [13] for perfect and statistical ECSIT scenarios, respectively. Due to the assumption that the ER works at high SNRs, these algorithms lead to precoders with small tr(P P ) values. Therefore, the remaining power, = −tr(P P ) is divided between the signals v and ′ such that the constraints (32) and (33) are satisfied. In order to obtain the portion of power allocated to each artificial noise term, under the perfect or the statistical ECSIT, we perform a one-dimensional parameter search to solve
By solving (35)- (36), we obtain the minimum power that should be allocated to the artificial noise, which is beamformed to the ER such that the constraint on the harvested power is satisfied. Since this artificial noise leaks into the IR's channel, it is reasonable to find the minimum power that can be allocated to this signal to satisfy (36). The remaining power is allocated for injection of artificial noise in the null-space of the main channel (i.e., 2 = − 2 ), and accordingly, the power constraint in (32) is satisfied.
The proposed two-stage precoder design can also be used in the scenarios with statistical ECSIT. In this case, the signal u is generated using (30) with p = v Ψ1 where v Ψ1 is the first column of the left singular matrix V Ψ , which is the eigenvector corresponding to the largest eigenvalue of Ψ . The relevant optimization problem is posed by replacing , and in (31)-(33) by ′ , and¯, respectively. In particular, in this case, the constraint is on the average harvested power, which is given bȳ = g { (g P P g+ 2 g W W g+ 2 g p p g)}.
(37) The optimization problem is tackled by taking similar steps with the scenarios with full CSI.
VI. NUMERICAL EXAMPLES
We now provide numerical examples to examine the efficacy of the proposed algorithms. Throughout the simulations, we model the distance-dependent path loss as
where = 2.7 is the path loss exponent and Γ 0 = 10 −3 is the path loss at the reference distance 0 = 1 . We further assume that the ER and the IR's distances from the transmitter are = 10 and = 15 , respectively. The total transmitted power is = 36 and the power of the noise terms at both receivers is 2 = 2 = −50 . First, we focus on a 2 × 1 × 1 set-up with fixed channel coefficients as 
which achieves the point (6.18 W, 4 bpcu) 1 , and time sharing (TS) between this channel input and the one given in (16) considerably outperforms the TS between the strategies introduced in Propositions 1 and 2. Furthermore, it is observed that the low-complexity two-stage design approach yields a comparable performance to that of Algorithm 1 in spite of its significantly reduced complexity. Moreover, the performance gap between the optimal Gaussian and the practical constellation-constrained inputs is clearly observed in Fig. 1 . Fig. 2 demonstrates the trade-off between the ergodic secrecy rates and the average harvested energy for the scenarios where perfect CSI of the IR's channel and only the statistical CSI of the ER are available at the transmitter. We consider a 4 × 1 × 1 setup with BPSK inputs. In order to model the ER's channel, we use (2) and we consider correlation matrices with exponentially decaying entries as 
with = 0.8. The ergodic secrecy rate and the average harvested energy are obtained via averaging over 500 realizations of the channels. The results demonstrate that both Algorithm 1 and the two-stage precoder design approach offer substantial gains with respect to the TS in this scenario as well. 1 bpcu stands for bits per channel use. 
VII. CONCLUSIONS
In this paper, we introduced a framework for transmit signal design and characterized the secrecy rate harvested energy trade-off for the scenarios with multi-antenna transmitters and discrete signaling. The proposed schemes rely on the optimization of the precoder and artificial noise to maximize the achievable secrecy rate given that the harvested energy at the energy receiver is larger than a pre-specified value. Exemplary numerical results demonstrate the efficacy of the proposed solutions.
APPENDIX A DERIVATION OF ∇ P
, AND ∇ P
,
In order to derive ∇ P , , we use the results in [15] where it has been shown that the gradient of the mutual information expression (e.g., Eq. (5)) can be calculated via the minimum mean-square error (MMSE) matrices Δ (P ) and Δ (P ) as ∇ P (s; |h) = log 2 2 + h P P h ( hh P Δ (P ) ) ,
∇ P (s; |g) = log 2 2 + g P P g ( gg P Δ (P ) ) ,
